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1 Introduction

1.1 Overview

PLNetworks PLM100 2 IoT Wireless EA12 |8t Sub-GHz CiEo] BEM EA B EZ A,
Semtech AFO| LoRa™ £ 0]|23t0] MM e XAHz| ZM EAIS HZSICH PLM100 2 SAE
CPUMCU)Q} UART EAC 2 AT AHAZAG 4~ 9O, UART Serial Interface 7|HIO 2 | X 3} =
text command/response QI E{I{j|O| A = OIE{ L O|AE 0|23l SAE = PLM100
A

=
=
282 g+ A2, 7 HolH & A 42 & & Utk 4 HOIH TS A HE&

— -1 O 1—
PLM100 MAC =2 E 22 [EEF802.15.4e MAC 7|HIO 2 & 5|0f 90|, LoRa £ AF23H M F

K2 LSt EAO| JHSSA SHCh ESH 10 1 Z2 10 N B48 /3 Connectivity
20| 7ts3ty, o] &7 242 PLM100 Lfo| X["Z &l E o Flash HH0| XZEO| &[0 M2
ON/OFF A0l = 2°H0| 7X|EICh Cfet Application O] 2 FLALROf| SHa=0{(MH &, H|0|H
M4k, 2 72 9 M4 XY 5) MAC 9! LoRa 4HS & 4 /0| 253}l Application
T2 8 452 7ts5HA ook

PLM100 2 PLNetworks ©| PL-EVK1 9} $1E 0] PL-EVKL ©| MEMS 7|8t MM (2L L, 7

=/2% Xt0|2) 5 UART QIE{T{ 0| A5 0[8310] GPS YE Sl MM YEE SAEQ MEE

o

Host Host

[ d% 1 PLM100 HE FHE ]
SAEE PLM100 o] A™HE 2|60 UART QIEH I O|AE ARSI PLM100 | HHOE

HESHH, PLM100 2 O] &S +4I5t0] 2385 HE8st 1 ZitE S 2E0| HEttt

L
i=)
m
r
op
ro
0
=2
0%
1o
m
<

o

27801l 0|2 H|O|EE TESHHL, HIOIH HE Al gLyl
VS

=
=2 = o
EUIZtS 8T HIOlH o FA5I0 H&e 4= ATE PLM100 2 HIO|H =4 Sl &4 = 1
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1.2 Features

LoRaTM Radio Transceiver

Ultra Low Power & High Performance Microcontroller
IEEE802.15.4 MAC, IEEE802.15.4e MAC(RIT)

6LoWPAN, IPv6, UDP, CoAP, RPL(Cluster tree)

LoRaWAN Spec 1.0 Class A/B/C

AES-128 encryption/decryption

Interface: 12C, GPIO, UART, ADC

Frequency: 902~958MHz, Data Rate: 0.3kbps~150kbps(GFSK)
Range: 15km(LoRa — LOS, 10dBm, 900MHz 7|&)

Operation Temperature: -40~85 °C

Max Current: 30~40mA(TX), 10mA(Listen), 2~4uA(Sleep)

1.3 Host Interface
PLM100 £ Host 2f UART 2 HZAL|H, ASCII QIE{L{|O|AE 0| 230§ UART 2|0 A PLM100
Command 3! Response, H|O|Ef M& Bl =412 =3SICL Console 3 Q|F &KX &5 UART 9
Baudrate 87 HZAO0| 753ICt.

[ & 1 UART Configuration ]

g3 2
Baudrate 115200
Data bits 8bit
Parity bits None
Stop bits 1bit
Flow control None
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2 Command Interface

PLM100 2 SAEQIUART £ ESI0{ AT ZEZ HHO MG I SEHS $USICEL AT 2 E
ANElg ZEE Sot Aoz AT 30| g8o=z oty 48 A 53 HMoste 20|t
PLM100 2 x7| 28 S AT EE = SXS FAHTICHL AT HHE SiA oIXf 2EE0 A=
US 7K Z 5= Y0, Eot ot d AFHE o o= UCH L7 27 242 Rebooting 2 157 |
St=h|, SAE L= “AT+RSET” 3 21 © 2 Rebooting 2 =3t 4= 9ILC}.

2.1 AT Commands
2.1.1 Commands Type
AT BHO{= '‘AT'Z A|ZfSt1 <CR>O| OpX|[2}H0f 9|X[StH ofefel HAlS X|@Stet AT
HHO = 7| MEfZ ECHO £ X|5lH, ECHO & X|{5HX| 47| Qs A= “AT+ECHO=0"

SIYES

0

ol
Il
>~

FE BT 3 AT Y <YFHOP>E ARXE 25 K| et

[ & 2 AT Command Type ]

Start H= o End
AT <HHO> <CR>(0x0d)
FHO = 23| & H4F 7|50] e, 3| HHO = "+"2 A|&SHY 4 Xt2|e] &2
AEZOoE JAEEH 4 YHO = =3 HHOO t2 HHOOf sliTste 442 et
dEj 2 L EICE
[ 23 A 4% AU =3 ]
=8| BYo| 2% BYo|
+<command> +<command>=<value>
DAEQ|AT 3| 3 A7 YHO| Ciet 3T HA|X|= CtE1F 2Lt
[ & 4 AT Response Type ]
Start SEFH AR End
7
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<CR><LF>(0x0d, 0x0a) <Response Msg> <CR><LF>(0x0d, 0x0a)

SEOAIRIE ST 87 2t U AT HOI2 288 MPARE U2 22f F0| AT YHO| 23
A

=2OAl “FAIL"S SEOHA[X|Of ™SS

2.1.2 System Command
System AT @& 0{= PLM100 2| System & HdH S &l SHCt.

[ ® 5 System Command ]

Command Function Description
+HELP Help PLM100 O| X|&d}= AT Command
+SHOW Show AN A 28 28 Us =8

+RSET PLM100 reset
2~3X AQ
A8 AZHX) S MUY 2E2 ZZE. G| 0|
+SLEP
Sleep Mode Sa4 A Console 2 S FH Y 4
+SLEP=<sec>
AZtS0t SESHR| 2
+GEUI Serial number | PLM100 Serial Number(EUI) = &. Read-only
PLM100 213 M &I9| Voltage £ £7. Battery AtE
+BATT M@ Voltage
Al HiE 2] THEF HEAIZ ALBE = U=
+CBAR Console SAEQI HAL|= UART Baudrate 8™
+CBAR=<baudrate> Baudrate X| €l baudrate: 9600, 19200, 38400, 57600, 115200
+UBAR User UART MM AH4 2 UART baudrate 47X
+UBAR=<baudrate> Baudrate X| €l baudrate: 9600, 19200, 38400, 57600, 115200
+ECHO Console Echo Console UART Echo mode A7 .(1: enable,
+ECHO=1o0r 0 mode O:disable)
Default
+DEFL 3% x7| MY 7oz ¥y 28y = X8

Configuration

8
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FZ& O|O|EF2| AES-128 encryption/decryption
+AESE
AES Mode MA(1: enable, 0: disable)
+AESE=1 or O
Enable A| AES-128 KEY 4™ Z=Q
+AESK AES-128 Key 2Xt2(16 characters) ¥
AES-128 Key
+AESK=<key string> AES-128 Enable A| ¥ 2 =
UARTO © 2 Q&= 0|0|EZ Console(UART1) 2
+UREL
UART Relay =3 29|
+UREL=1 or O
(1: enable, O: disable)

2.1.3 LoRa™ RF Command
[ # 6 LoRa RF Command ]

Command Function Description

+MODM
Modulation 2tAl | RF Modulation gtAl A7 (1: LoRa, 0: FSK)
+MODM=<value>

Fab JE 278(0~15).
RF Frequency MY 0= 920.3MHz A FLUE At29IH, AL

MS 7 Z71S 22 ZA =aja = 02MHz S}

+FREQ
+FREQ=<channel>

+PRMB
Preamble Data Packet ©| preamble Z 0| A7 (0~16bytes)
+PRMB=<length>
+SYWD
Syncword Data Packet 2| Syncword £} A& (0~255)

+SYWD=<value>

LoRa Spreading Factor gt A&(7~12)

w0l =2 &5 &2 el =0/LIH, Datarate 2
+SPFA A
Spreading Factor | &A%t

oll) X< bandwidth 125kHz

+SPFA=<value>

SF Data Rate Rx sensitivity

9
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7 5.4kbps -125
8 3.1kbps -128
9 1.7kbps -131
10 0.9kbps -134
11 0.5kbps -136
12 0.3kbps -137
+BWTH Channel X = o| bandwidth /& A™(0~2)
+BWTH=<value> Bandwidth 0: 125kHz, 1: 250kHz, 2:500kHz
+CORA OOl ™& Al AH28t= Coding Rate £ A (1~4)
Coding Rate
+CORA=<value> 1: 4/5, 2:4/6, 3:4/7, 4:4/8
+OPWR Tx Power {2 27d(0~14)
Output Power
+OPWR=<power> CHR|= dBm O|H =2 #Z4E %|Cj 10dBm

2.1.4 LPP(Low Power Probing, IEEE802.15.4e RIT MAC) Command
LPP Radio = MTEE X|Jdt= W7l F4 SHUMAQ Z2EZ2 N, +ilXt= F7[He=
probe & T&IH, &A= FUXOA 22 TjZI0] AS T, =L Xt2| probe &

Data wait A|ZF LHOf| HIO|HE &S, =41Xt= OIO[E =4 & ACK & F&otrt f=4%t=
7

probe TE S =4 T7| A[ZHS Mot MY REZ SESHCY.
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ProbePeriod

Probe

Receiver Ix
Rx

H RxTimeout H RxWaitTimeout

Send Tx
ender o

[ 7 LPP Command ]

+PAID PAN ID 474(0~65535)
PAN ID
+PAID=<pan id> ot HEQAE= StLte| PANID 2 774
+PRPD
Probe Period F=AXEO| probe & F7[(0~65535ms)

+PRPD=<time>

+LTIO
Listen timeout M<EXEO| Probe Listen timeout(0~65535ms)

+LTIO=<time>

+TTIO
Tx Timeout HMEXO| Tx timeout(0~65535ms)
+TTIO=<time>
+RTIO
Rx Timeout 2= A XFO| Rx Timeout A7 (0~65535ms)

+RTIO=<time>

+RXWT
Rx Wait Timeout | =AIX}9] Rx Wait Timeout A& (0~65535ms)

+RXWT=<time>
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+RAON =AMXE 3 MEXEO| Sleep Time A| Radio On/Off
Radio Always On
+RAON=1 or 0 M7 (1: always on, 0: off)
+RTRY

Retry Count M&Xto| 4o|H ™& retry 814(0~10)
+RTRY=<count>

+SEIT M=XEO| Probe Listen §0| HIO|HE &S R E
Sender Init Tx
+SEIT=1 or O (1: on, 0: off)

2.1.5 Ol M<%& Command
PLM100 2 & CH0f| A Application HIO|HE T&35H7| f|ot F7HA] &S M-St ATfEol

EUI E @M 2783t 0|= HO|H & H&ot= Yy, H0|8 & DL} Application H|O|E 2]

18510 ABH0] 7 EULE Flash Of HFO| 50} 2|28 20|= H8Y % Urt
Application B|O|E{] H&-2 AT+DATA B2 AL8E 4 UG, O FHO| EUI S Z3roto
o012 M&Y 4 ULk Of 0 AFSElE EULE Flash off HEEIx| %3 shg Yot

M8 EIC} Flash Off M7 E EUL 2 AT+DATA HH0f| etz EUI 7L SA|0] S 0=
AT+DATA Of Z&HEl EUL 7} @M M EIC

[ # 8 HO|E| & Command ]

Command Function Description

+DEST
+DEST=<eui>

r
op>
o
it
A

o)

A CHE EUL 14:0C:5B:FF:FF:0e:14:5d Q! 42,
"0Oel45d"” &

AT+DEST=0e145d<CR>
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Q13 Hhe [ 0| Ef(string)S ™=l AFCHEO)| A

=]
A& otr). o[ 2| «of &Cie EVl 7t A FE O

+DATA=<eui>:<string>

HM& Go|E | MaUit
+DATA=<string>
EUI 4 =3k
AT+DATA=0e145d:<application string><CR>
EUl 278 oj=g

AT+DATA=<application string><CR>

G|O|Ef 44 PLM100 2 G| O|E =4} A| M&Xt2| ID(EUI 3 bytes)@t RF A5 M| 7|(RSSD) 242
=4 &l H0o]E{et g7 Console UART £ S5t0{ Ol 20| HO|E & 2 AE|A ML

[ 9 Data =4l Format ]

Data Recv Format Example

RECV:<Tx Id>:<RSSI>:<Data> RECV:0e145d:-110:hello world!

2.1.6 Sensor Command
PLM100 & PLNetworks ©| PL-EVK1 Board 2} 223510 Of2{ Application Of A< 4= QULCt
PL-EVK1 £ C}QF3t Interface 2 H&2stD QYOM, 1 = 4 Z0| MAMRESE, 7|¢, /27,

XH0|2) MIA= PLM100 ©| AT Command £ E3jlA 1 MA| Z+S SAEO|AH X2 2 ct

MA 2re 27| A= PL-EVK1 Board 2| s{{Et MA HW Switch & ON A|7{0f 5tH, A
PP = S0 5= ON SO OF ShLf.
[ # 10 Sensor Command ]
Command Function Description
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+TEHU

+TEHU=<value>

rto
o>
|.|-|
=
>

== 5 MM %
of)
AT+TEHU<CR>
TEMP:25.2 HUM:20.1

EMAMN SZE on/off A% (1: ON, 0: OFF)

mjo

gjof 2t

rto

+PRES

+PRES=<value>

71% MA]

2 | o>

N

ofl)
AT+PRES<CR>

PRES:1013.1 TEMP:25.2

A2k UE A02Lh

7|4 M AN S on/off A (1: ON, 0: OFF)
25 928 g2 8o =2Lk
o)
+LUXP
e /2™ MM | AT+LUXP<CR>
+LUXP=<value>
LUX:500 PS:0

/2™ MA S on/off AX(1: ON, 0: OFF)

+GYRO
+GYRO=<value>

KXol 2 MM

Ato[2 MM 3 = 4t 2020

o)

AT+GYRO<CR>

X:13VY:11 722

Xto|2 MM S= on/off H7(1: ON, 0: OFF)
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